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CAUTION: EMERGENCY LOCKDOWN

Emergency lockdown functions must operate totally independent of the access

control system and must not rely on operation of card readers, access control panels,

communications networks, communications devices or host software. Cansec

accepts no responsibility for direct or consequential damages resulting from the

failure of emergency lockdown functions which are dependant in any way on the

operation of card readers, access control panels, communications networks,

communications devices or host software.

CA-PS123A Specifications Notice:

e When using a pluggable 16 VAC standard 40 VA transformer:
Maximum Continuous Current (no battery attached): 2 amps for 12 VDC on
the Output.
Maximum Continuous Current (battery attached): 1.5 amps for 12 VDC on
the Output (battery will be charging when needed).
e Using a wire in 16 VAC standard 75 VA transformer:
Maximum Continuous Current (no battery attached): 2.5 amps for 12 VDC
on the Output.
Maximum Continuous Current (battery attached): 2.0 amps for 12 VDC on
the Output (battery will be charging when needed).
e Surge currents need to be taken into account. High current devices like
electric strikes and magnetic locks have surge currents which are usually
double the running current.
e The CA-PS123A’s DC output is fused at 2.5 amps.
e An electrician is not required for installation of this supply.
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Introduction

The SmartLock® access control panel is a single door controller with inputs
for both entry and exit readers. Readers and card formats supported include
Cansec 37, 26 and 35-bit Corporate 1000 Wiegand formats, and Cansec
iButton® credentials. Other card formats can be accommodated with the use
of Cansec Protocol Converters (contact Cansec for further information).

SmartLock controllers with Pro Plus firmware (SLPPx.x) only work with
SmartLock Pro Plus software.

SmartLock controllers with Pro firmware (SLPTx.x) only work with
SmartLock Pro, SmartLock Managed Access and SmartLock Surf software.

The SmartLock control panel stores all cardholder data in non-volatile
memory to ensure continued operation and security in the event that
communications are lost to the host PC. Up to two control panels are easily
mounted in a SmartLock enclosure along with a Cansec 12 VDC power
supply and a back-up battery.

Diodes are required for inductive loads such as electric strikes/locks. Failure
to use appropriate diodes will void the control panel warranty.

IMPORTANT: In some jurisdictions, the use of a UL approved
power supply and connection to the fire alarm system for
emergency release may be required. Installers should contact the
local authority having jurisdiction to verify the specific
requirements. Also, a building permit may be required in some
jurisdictions for the installation of maglocks.
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Use Appropriate Cable Thickness

For optimal performance and communication, the terminal strips on the
SmartLock control panel are designed to be used with 26 - 18 American
Wire Gauge (AWG) stranded, overall-shielded, twisted-pair cable. This is
equivalent to Belden 88761 or similar cable.

Use MARR Connectors

If you are bringing in cable that is too large for the terminal
strip, use a MARR connector (wire nut, marrette, thimble
connector, cone connector). Splice the thicker cable to a cable

that is the appropriate thickness, and then run the thinner / \

cable to the terminal strip on the control panel.

Use Splices for Parallel Wiring

The terminal strips are designed to allow one cable per hole.

If you need to connect multiple cables in a single hole, use a m

MARR connector (wire nut, marrette, thimble connector,

cone connector). Splice multiple cables to a single cable, and &
then run the single cable to the terminal strip on the control

panel.

Complimentary Screwdriver
A standard Cansec screwdriver is included with every control
panel for use with terminal strips.

——————— Y LONISGC .com

NOTE: Tech Support will only be provided where product installation guidelines

have been followed.
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Specifications

Power Requirements

o SmartLock® Controller: wo.eooeeeeeeeeeeeeeeeeeeeeeeene 12 VDC, 50 mA

NOTE: When determining power supply current requirements, you must consider lock

and reader current draw if using the same supply for these devices.

IMPORTANT: In some jurisdictions, the use of a UL approved power supply
and connection to the fire alarm system for emergency release may be required.
Installers should contact the local authority having jurisdiction to verify the
specific requirements. Also, a building permit may be required in some

jurisdictions for the installation of magnetic locks.

NOTE: If a gate operator is being used in place of a lock then an external relay is
recommended between the controller and the gate operator. The relay must have a
diode installed to prevent “back EMF” from damaging the controller.

Communications Cable (multi-drop configuration)

e RS485 Cable: ...veveuvnnnee. 22 AWG, Stranded/Shielded, Twisted Pair
609 m (2000 ft) max total length
Belden 88761 or equivalent

On-Board Outputs
e Lock Control: ...ooovevvevveveevviieeineennn Form “C”, Rated @ 30 VDC, 1A
e Door Operator: .....cccceevveevierveereeneenne. Form “C”, Rated @ 30 VDC, 1A
e Forced/DHO Relays: ....cooveevveeviennns Form “C”, Rated @ 30 VDC, 1A
On-Board Inputs
® Exit BULtON: tviiviiiiiiiicreccrecce et Normally Open
® DO CONLAC: uecvvicriiiiierierieereereeereere s ere s erseereeaseenas Normally Closed
® DOOT OPEratOr:..ccriieriieriiereeerreereeeseesreeseeseeseeeseeesseessans Normally Open
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Reader Cable
e Wiegand Readers:.................... 6 conductor (twisted pair not required)
22 AWG, overall shield
152 m (500 ft) max total length

0 A BULEON® REAETS: 1vevveeeeereeeeerereereereereereereereereeseeseesessessesenes 6 conductors
22 AWG, shielded or unshielded
15 m (50 ft) max total length

Dimensions & Weight
e Controller Board: ....cooovevveeeeeeeeeeeeeeeeeeeeeeennn 84 mm (1) x 65 mm (w)
[35/16" (1) x29/16” (W) ]

e SmartLock Cabinet:.................. 260 mm (1) x 216 mm (w) x 80 mm (h)
[101/4” 1) x 8 1/2” (w) x 3 1/8” (h) ]
O WEIGNt: tiiviiciieiiiiiereer ettt 2 kg (4.5 1bs)

Specifications subject to change without notice.
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SmartLock Controller Layout

EXIT READER
WIEGAND
+12 VDC ( ) READER VOLTAGE
|NPUT @@ @@@@@@ i-nzé SELECTOR
0o 000000 S
ADDRESS : g ENTRY READER
SWITCH
(o NancEﬁlié; - —o— e (WIEGAND)
i WIEGAND i e
DATA LED e |es
5 é% ° @ N
FIRMWARE CHIP > = e ENTRY READER
o e or
® || PROGRAMMING MODULE
oS (IBUTTON)
®S
RELAY LEDS (@ ©
e
® DOOR CONTACT
LED L Lfve 8'& Ncl 8 e ® || DOOR OPERATOR
9\00 - i S (INPUTS)
No @
(NN 000000 e
RS-485 Q0D QvVOVY
COMMUNICATIONS LOCK CONTROL

DOOR OPERATOR
FORCED/HELD OPEN
(OUTPUTS)

Important Notes:

1.

9

Each controller must have a unique address.

Refer to the Controller Address Table.

Exit reader must be Wiegand only. Native iButton® reader not supported
for exit.

Before connecting readers with power ON, make sure Reader Voltage
Selection Jumper is set to proper voltage for reader, otherwise the reader
may be damaged.

Do NOT connect power to any inputs on the controller.

. The Door Contact Input should be bypassed, if not used, by using a

jumper wire across the input or setting the switch to ignore the input. Refer
to the Door Contact Bypass Switch Setting.

This controller utilizes “self-resetting” fuses. There are no field-serviceable
parts.

[7) Cansec

Systems Ltd.
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1. Relay LEDs turn RED when the corresponding relay is ON or
ACTIVATED.

2. The Wiegand data LED is normally ON and briefly flickers when valid
Wiegand data is received from the reader. If Wiegand data is not valid
or not supported, this LED will stay OFF until the next valid card is
read.

3. The communication LED will flicker GREEN while communicating
with SmartLock software.

Up to two SmartLock controllers can be mounted in the SmartLock
enclosure along with a Cansec 12 VDC power supply and a backup battery.
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RS-485 Communications Wiring

Up to 30 SmartLock access control panels may be connected on an RS-485

bus.

NOTE:

For legacy CLA50 and CLAUSB2 communications device wiring please see

Appendix section.

GND O— SMARTLOCK
+12 VDC G&— CONTROLLER
#1
20 Ho
NOTES: 00
- Each Smartlock controller must ADDRESS “1” SHOWN
have a unique address (Dipswitch 1 is OFF)
L -
- For communication wiring, use 22 £
AWG, twisted pair, stranded, gt SMARTLOCK
shielded cable, 2000 ft (609 m) MAX o= e CONTROLLER
total length. rzvee #2
- Use the CLAUSB factory default ' oo
jumper settings for communications
with Smartlock controllers. DO NOT
open the CLAUSB and change the mCOMMS N e
jumper settings. I
ND N/O N/O N/O B A GND
O 600
N
N\
>

SHIELD

B A GND

TO OTHER
SMARTLOCK
CONTROLLERS
- 30 CONTROLLERS MAXIMUM
- 609 m (2000 ft.) MAXIMUM LENGTH

TO USB PORT 0
(CABLE SUPPLIED) X X
n)
g
bt
T SHIELD
USB
654321
PWR ©
@ RxD O @
6 TxD © 6
© CLAUSB ©
DIPSWITCH
SETTINGS SW Serial
————
lgeap| —
A1 234

NOTE: The EIA RS485
standard does not permit

T-Tap or Star connections.

[7) Cansec
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CANLAN NETWORK COMMUNICATIONS DEVICE

GND G SMARTLOCK
+12VDC &—— CONTROLLER

#1
DA
NOTES: L X )

ADDRESS "1” SHOWN
g {Dipswitch 1 is OFF)

- Each Smartlock controller must
have a unique address

- For communication wiring, use 22
AWG, twisted pair, stranded,
shielded cable, 2000ft (609 m) MAX

SMARTLOCK
CONTROLLER

total length.

- Canlan needs to be configured for
RS-485 communications. Referto
the Canlan Installation and

Configuration guide for details.

NOTE: The EIA RS485

standard does not permit

T-Tap or Star connections.

1
/
AL

o L
X SHIELD SHIELD 171

L AR

B A GND

RS-485

TO OTHER
SMARTLOCK
CONTROLLERS
- 30 CONTROLLERS MAXIMUM
o I e - 609 m (2000 ft.) MAXIMUM LENGTH

usse
Config.

CanLan2 TCP/IP Controller
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(& AIR-485 COMMUNICATIONS DEVICE

NOTE: The EIA RS-485
standard does not permit
GND SMARTLOCK T-Tap or Star connections.
@-12vec CONTROLLER
#1
(@& =0 L
00 CEREEE 5

O
ADORESS "1" SHOWN
|~ (Oipswitch 1 is OFF)

0

SMARTLOCK
CONTROLLER

OFF

P

ON
olf{ol{ol{o}o}{o) [o

P A To Other
N GND SmartLock
Shield Shield < Controllers

iy
N
SO
* 12V DC power required for slave YW
* 12V DC power required for master
if running on high power Air-485
Master*
Jd 1 shield USB Connection
__© Air-485
|l aal @ Slave*
A\ A = O
B A GND PC -
IMPORTANT: Antenna must be connected before power up
c SmartLock® Controller Page 12 of 26
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Reader Wiring

EXIT READER
*OPTIONAL
CABLE: 22 AWG, 6 CONDUCTORS, *CONTROLS ENTRY READER LOCK
NON-TWISTED PAIR, OVERALL
SHIELDED, MAX. DISTANCE IS
500ft (152 m).
+VDC
GND
BEEPER
—— GREEN LED
D1
— DO
ENTRY READER
GND O— SET READER
+12 VDC ®— VOLTAGE
/
Y Q00022 0 [
00 000000 P +VDC
S GND
e BEEPER
WIEGAND ] g GREEN LED
E DATA LED = : S gé
SEEC
i=: (o]
=g
9
Q
(9]
Q
9
9
" LR R
N/C]| N/C| N/C (o]
(6]
N/O N/O IN/O @
CHEHe) 0]

IMPORTANT: Before applying power to the controller, verify that the
reader voltage jumper is set correctly for the reader being connected.
Connecting a 5 V reader to a 12 V power supply will damage the reader.

NOTE: The SmartLock® controller supports Cansec’s 37-bit format as well as
standard 26-bit format.
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+12VDC &——
CABLE: 22 ANG 6 CONDUCTOR,
e ;Eil STRANDED, 50t (15m) M AX LENGTH
T :
O N Y
a VCC
8 BEEP
(&) RED LED
& GREENM LED
TK
S GND
0 [} |
]
I-l ilﬂ ilﬂ
O
) VCC
® BEEP
S GREEN LED
@ RED LED
) GND
Q TK
TK and GHD are "fipped"
from the controller to the
O iButton reader.
. A

NOTE: Exit reader not supported with SmartLock iButton readers.

NOTE: If using the SmartLock Connect Programming Module with iButton
readers, connect the programming module in parallel with the iButton
reader.
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Lock Output Relay Wiring

& DC ELECTRIC STRIKES

To 16VAC
Transformer

12VDC 2A
POWER SUPPLY

To 12V, 4Ah or 7Ah
Sealed Rechargeable

A

Y

Lead-Acid Battery

Option 1
< 500 mA

LOCK RELAY LED
TURNS RED ONACTNATION

\

SET LOCKRELMY JLRPER:
FOR ELECTRIC STRIKES,
SET THEJUMPER TO NO

Option 2
> 500 mA

LOC¥ RELAY LED:
TURNS RED ONA CTIVATION

SETLCCHRELAY JUWPER
FOR ELECTRIC STRMES,
SETTHE JINPERTO NO

NOTE:
Electric Strikes up
to 500mA can be
powered from the

Smartlock
board

@ Electric Strikes

:_:;ﬁf;: Ic External that draw more
(14,30 VDC Pawer |than 500mA should

AN Supply | be powered from
Q the External Power

] Supply

N0 Diods

NOTE: Use 1N400x series diode as shown, to prevent “back EMF” from

damaging the controller.

[x) Cansec

Systems Ltd.
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& DC MAGLOCKS

To 16VAC
Transformer

12VDC 2A
POWER SUPPLY

Yy

Option 1
<500 mA

LOCK RELAY LED:
TURNS RED ONACTVATION

Set Relay Lock Jumper:

For Maglocks set the
jumper to N/C

To 12V, 4Ah or 7Ah
Sealed Rechargeable
Lead-Acid Battery

Option 2
> 500 mA

LOCK RELAY LED:
TURNS RED ONACTIVATON

Set Relay Lock Jumper:
For Maglocks set the
jumper to N/'C

A Y

NOTE:
Electric Maglocks
up to 500mA can
be powered from =
the Smartlock

board

E50)

NOTE: Use 1N400x series diode as shown to prevent “back EMF” from damaging

Supply

MAG LOCK
20 VDC, 1 AMP MAX.

1N400x Diede
P
) o

m AR N £
[ NOTE:
HAG LOCK @ Electric Maglocks
§ b pma |Exteral|  that draw more
;i I Power | than 500mA should
2 ( Supply | be powered from
(> |the External Power

the controller if the maglock is not equipped with sufficient spike and surge
protection. Check the maglock specifications for details.

IMPORTANT: In some jurisdictions, the use of a UL approved power
supply and connection to the fire alarm system for emergency release
may be required. Installers should contact the local authority having
jurisdiction to verify the specific requirements. Also, a building permit
may be required in some jurisdictions for the installation of maglocks.

[x) Cansec

Systems Ltd.
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2 AC MAGLOCKS AND AC ELECTRIC STRIKES

12VDC 2A
POWER SUPPLY

o]
POVERQ
aT °

Low
To 16VAC cneKg

Transformer

™ - @

To 12V, 4Ah
Sealed Rechargeable
*| Lead-Acid Battery

NOTE:
Electric AC Maglocks And
Electric AC Strikes Should be
_ powered from External AC
Supply through External Relay

[
LOCK RELAY LED
| O S emaron L e Sernaron

Set Relay & Sel Relay
Lock Jumper to N/O ® 4+ Lock Jumper to N/O

1N400X

Diode

AC Maglock
e Electric
- AC Strike
Relay L e
AC Power AC Power
Supply Supply

IMPORTANT: In some jurisdictions, the use of a UL approved power
supply and connection to the fire alarm system for emergency release may
be required. Installers should contact the local authority having
jurisdiction to verify the specific requirements. Also, a building permit
may be required in some jurisdictions for the installation of maglocks.
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Input Wiring

IF YOU ARE CONNECTING A DOOR CONTACT
SET DIP SWITCH 8 TO OFF (LEFT)

IF YOU ARE NOT CONNECTING A DOOR CONTACT
SET DIP SWITCH 8 ON (RIGHT)

=M | | EXIT BUTTON
@ - NORMALLY OPEN
- MOMENTARY TO
ACTIVATE
¥ ¥ |ore HANDICAP BUTTON
- NORMALLY OPEN
- MOMENTARY TO ACTIVATE
- ENABLED ONLY AFTER
VALID CARD OR
EXIT BUTTON
\ 4 l
S
o Al P NORMALLY CLOSE
N o -
m m. S | Hel i
N O
N I DC
S — ¢+
S

NOTE: DO NOT apply power or attempt to switch any current through
these inputs as this will result in damage to the controller.

NOTE: If not connecting a door contact, make sure you set switch position 8
to ON (right in orientation shown) to bypass/disable the door contact input.
Otherwise, the door will be in alarm condition.

NOTE: Exit Button requires momentary closure to activate relay. Door
Contact is used for forced-entry and door-held-open annunciation, and also
deactivates the lock relay when the door closes.
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Output Wiring

Use dry contact relays.

+12V

OFF
9cveer|l

Ry

8 [z

RELAY LEDS TURN RED
ON ACTIVATION

A

SET RELAY CONTACTS

E=N/O E =N/C

N/O: RELAY CLOSES ON
ACTIVATION

D

A

N/C: RELAY OPENS ON
ACTIVATION

DOOR OPERATOR OUTPUT
—* ACTIVATED MOMENTARILY WHEN
L o HANDICAP BUTTON IS DEPRESSED
AFTER LOCK RELAY IS ACTIVATED.

L FORCED ENTRY/DHO OUTPUT
ACTIVATED ON FORCED ENTRY AND/OR
DHO ALARM AS CONFIGURED IN SOFTWARE

NOTE: Maximum power through any of these relays is 30 VDC at 1 A.

NOTE: Door Operator requires momentary closure to activate relay.
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DIP Switch

The DIP switch is used:

to erase the controller’s memory and run diagnostics
to set the baud rate

to enable or bypass the door contact input

to set the controller address from 1 to 30.

] WIEGAND
DATA LED

1\
/
0

]

“ 7T oS
B/OGVECT
R
~__2
000
Q02

Systems Ltd.

R P

e

e

e

e

e

MCOMMS Boi L PR TN

LED O TNe S 8 Inc ® S

e o

N/O N/O NO @

000 000000 ®S

@22 QROVV2D

c SmartLock® Controller Page 20 of 26
ansec Installation Manual Oct 2015 * Rev. 3.0



1. Disconnect communication and device wiring.

2. To erase controller memory (factory default), set all switches to the
OFF position (left on diagram above).

3. Disconnect power from the board momentarily then re-connect power.

4. The controller’s memory will be erased. All three relays will cycle
ON/OFF once the memory has been cleared. Relay outputs can be
verified during this stage.

NOTE: If the relays do not cycle ON/OFF, there may be a problem
with the unit.

5. Continue to set controller address and door contact bypass switch
settings.

The default baud rate is 9600 bps with dip switch #7 set to on position.
SmartLock Pro, with firmware version 1.56 and up, also supports 38,400
bps. Follow the steps below to adjust the baud rate.

1. Set dip switch #7 to off position to enable 38,400 bps.
2. Ensure that the setting in the software is set to 38,400.

NOTE: Switch setting changes do not take effect until the power is
disconnected, then reconnected.
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7)) Q0022 7 (E
0 000000 S
e
LA\
o e
[ WIEGAND OFF e
DATA LED e
IF YOU ARE CONNECTING A DOOR CONTACT S
SET DIP SWITCH 8 TO OFF (LEFT) e
o *S
IF YOU ARE NOT CONNECTING A DOOR CONTACT : g
SET DIP SWITCH 8 ON (RIGHT) e
e
e
e
WCOMMS @oi gz‘i 5 u 08
LED < % N/C OE NGl 5 [NC ®
9\ [a)e} — @
N/O NIO ﬁN/O : Q
000 000000 e
% QoY

Door Contact Connected: Set switch 8 OFF (LEFT on diagram)
Door Contact Not Connected: Set switch 8 ON (RIGHT on diagram)

NOTE: If door contacts are not installed, but door contacts are enabled on
the control panel via switch 8, unlock schedules will fail to take effect.

SmartLock® Controller Page 22 of 26
COI'ISGC [nstallation Manual Oct 2015 * Rev. 3.0

Systems Ltd.



Controller Address Table

Set the unique address of each controller from O to 30 as per the table below.
The same address used must be programmed in the software in order to
establish communications. Switch setting changes do not take effect until the

power is disconnected, then reconnected.

ADDRESS SW-1 SW-2 SW-3 S SW-5 SW-6
OFF ON ON ON ON ON
ON OFF ON ON ON ON
OFF OFF ON ON ON ON
ON ON OFF ON ON ON
OFF ON OFF ON ON ON
ON OFF OFF ON ON ON
OFF OFF OFF ON ON ON
ON ON ON OFF ON ON
OFF ON ON OFF ON ON
ON OFF ON OFF ON ON
OFF OFF ON OFF ON ON
ON ON OFF OFF ON ON
OFF ON OFF OFF ON ON
ON OFF OFF OFF ON ON
OFF OFF OFF OFF ON ON
ON ON ON ON OFF ON
OFF ON ON ON OFF ON
ON OFF ON ON OFF ON
OFF OFF ON ON OFF ON
ON ON OFF ON OFF ON

SmartLock® Controller Page 23 of 26
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ADDRESS SW-1 SW-2 SW-3 SW-4 SW-5 SW-6

OFF ON OFF ON OFF ON
ON OFF OFF ON OFF ON
OFF OFF OFF ON OFF ON
ON ON ON OFF OFF ON
OFF ON ON OFF OFF ON
ON OFF ON OFF OFF ON
OFF OFF ON OFF OFF ON
ON ON OFF OFF OFF ON
OFF ON OFF OFF OFF ON
ON OFF OFF OFF OFF ON

NOTES:
1. Switch setting changes do not take effect until the power is
disconnected, then reconnected.
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Appendix

& CLA50 COMMUNICATIONS WIRING

GND © SMARTLOCK
+12VDC ®&— CONTROLLER
) M-
NOTES: 0e

ADDRESS “1” SHOWN

- Each Smartlock controller must
(Dipswitch 1 is OFF)

have a unique address

- For communication wiring, use 22
AWG, twisted pair, stranded,
shielded cable, 2000 ft (609 m) MAX
total length.

SMARTLOCK
GND&— CONTROLLER

ADDRESS
SWITCH

oo

- DO NOT open the CLA50 and
change the jumper settings or DIP
switch settings.

niC| NiC] NIC
NIO Nio N/O B A GND
IR 000

NOTE: The EIA RS485

standard does not permit

T-Tap or Star connections.

—L
TN
""""" SHIELD SHIELD <L
VYVv
77] B A GND
o TO OTHER
SMARTLOCK
CONTROLLERS
- - 30 CONTROLLERS MAXIMUM
] - 609 m (2000 ft.) MAXIMUM LENGTH
TO COMPUTER
DB9 SERIAL PORT
(CABLE SUPPLIED)
12 VDC PLUG IN TRANSFORMER
2.1 mm PLUG, CENTRE POSITIVE
(SUPPLIED)
c SmartLock® Controller Page 25 of 26
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SmartLock Controller

G

@
- ®
- @
@
- @
@
e Panel Address Switch
- @ (#1 to #30)
- ®
®
o
Y
°
°
o
o
e
DIP Switch ®
: b
ToPCUSBPort  Settings :
- ON
(Cable Supplied) .' ' ON
Pe] 2-OFF i a -
E — (— . Toother Panels
: A v,
Sield 11T shield Shield
5Vout éﬁ ;
| NOTE: The EIA RS-485
standard does not permit
E Cansec O e 1 T-Tap or Star connections.
Systems Ltd. A g -
CA-CLAUSB2 B
www.cansec.com Shield RS'485

® SmartLock is a registered trademark of Cansec Systems Ltd.
® iButton is a registered trademark of Maxim Integrated Products, Inc.
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